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ALERT

SUMMARY

ICS-CERT has become aware of a new vulnerability in Ecava IntegraXor. IntegraXor is susceptible to a
DLL hijacking attack. Tools to exploit this type of vulnerability are publicly available.

IntegraXor is a suite of tools used to create and run a web-based human-machine interface (HMI) for a
Supervisory Control and Data Acquisition (SCADA) and is currently used in several areas of process
control in 38 countries around the world with the largest installation bases being in the United Kingdom,
United States, Australia, Poland, Canada, and Estonia.

ICS-CERT has verified this vulnerability. ICS-CERT is providing this information as an immediate
notification of new activity and is working with the vendor on mitigation options. Further information
will be released as it becomes available.

Please report any issues affecting control systems in critical infrastructure environments to ICS-CERT.

ICS-CERT Operations Center
1-877-776-7585

WWW.ics-cert.org
ICS-CERT@DHS.GOV

What is an ICS-CERT Alert? An ICS-CERT Alert is intended to provide timely notification to critical
infrastructure owners and operators concerning threats or activity with the potential to impact critical
infrastructure computing networks.
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